CONFIDENTIAL INVESTIGATION REPORT

spiderkash@yahoo.com

Seed Type: Emall

DIGITAL FOOTPRINT EXPC

LOW FOOTPRINT

nt Proliferation
Infrastructure Exposure
Digital History Depth
Graph Connecti

Security

EXECUTIVE SUMMARY

4 5 0 8 seconds

DURATION
TOTAL ARTIFACTS SOURCES COMPLETED SOURCES FAILED
Subject spiderkash@yahoo.com Seed Type Email
Started Apr 11, 2026 16:30 Completed Apr 11, 2026 16:30

Status Complete Graph 5 nodes, 4 edges



exposed in breach

spiderkash@yabo...

MGMResorts.com

ch

Collection 1

Disqus.com

Zynga.com

5 nodes & 4 edges



BREACH ANALYSIS

4 breach(es) identified for this subject via the HavelBeenPwned database.

Collection 1
Breach Date: 2019-01-01
Data Exposed: Dates of birth, Passwords, Usernames, Names, Physical addresses, Id, Phone numbers

Flags: Verified

Zynga.com
Breach Date: 2019-09-01
Data Exposed: Dates of birth, Passwords, Usernames, Names, Physical addresses, Id, Phone numbers

Flags: Verified

MGMResorts.com
Breach Date: 2019-07-01
Data Exposed: Dates of birth, Passwords, Usernames, Names, Physical addresses, Id, Phone numbers

Flags: Verified

Disqus.com
Breach Date: 2012-07-01
Data Exposed: Dates of birth, Passwords, Usernames, Names, Physical addresses, Id, Phone numbers

Flags: Verified




TIMELINE

Activity observed from Jul 1, 2012 to Sep 1, 2019.

DATE EVENT SOURCE TYPE
Jul 1, 2012 Appeared in Disqus.com breach Leakcheck Breach
Jan 1, 2019 Appeared in Collection 1 breach Leakcheck Breach
Jul 1, 2019 Appeared in MGMResorts.com breach Leakcheck Breach
Sep 1, 2019 Appeared in Zynga.com breach Leakcheck Breach

SOURCE SUMMARY

SOURCE STATUS DETAILS

Crtsh Completed 0 artifact(s) collected
Github Completed 0 artifact(s) collected
Gravatar Completed 0 artifact(s) collected
Google_dorks Completed 0 artifact(s) collected
Leakcheck Completed 4 artifact(s) collected

SOURCE DETAILS

| LeakCheck

See Breach Intelligence section above.



