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CONFIDENTIAL INVESTIGATION REPORT

armadillo
Seed Type: Username

Report Generated: April 15, 2026 at 18:07 UTC

DIGITAL FOOTPRINT EXPOSURE SCORE

41 /100 
MODERATE FOOTPRINT

Breach Exposure   25/25

Account Proliferation   3/20

Infrastructure Exposure   0/15

Digital History Depth   3/10

Graph Connectivity   10/10

Security Issues   0/20

EXECUTIVE SUMMARY

168
TOTAL ARTIFACTS

6
SOURCES COMPLETED

0
SOURCES FAILED

5 seconds
DURATION

Subject armadillo Seed Type Username

Started Apr 15, 2026 17:55 Completed Apr 15, 2026 17:55

Status Complete Graph 167 nodes, 166 edges



167 nodes & 166 edges



KEY FINDINGS

GitHub Profiles (1 item)

VALUE SOURCE CONFIDENCE DISCOVERED

https://github.com/armadillo Github 85% Apr 15, 2026 17:55

Gravatar Profile (1 item)

VALUE SOURCE CONFIDENCE DISCOVERED

https://www.gravatar.com/armadillo Gravatar 90% Apr 15, 2026 17:55

Reddit Profile (1 item)

VALUE SOURCE CONFIDENCE DISCOVERED

https://www.reddit.com/user/armadillo Reddit 85% Apr 15, 2026 17:55

BREACH ANALYSIS

165 breach(es) identified for this subject via the HaveIBeenPwned database. Combined exposure: approximately 36,459,561 accounts across all breaches.

Torrent-Invites.com

Breach Date: 2016-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

JeepForum.com

Breach Date: 2016-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

LyricsMania.com

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MangaFox.me

Breach Date: 2016-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Jassume.com

Breach Date: 2020-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

WiiUISO.com

Breach Date: 2015-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

BlankMediaGames.com

Breach Date: 2018-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



VBForums.com

Breach Date: 2016-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

GameTurk.com

Breach Date: 2015-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Deezer.com

Breach Date: 2019-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Eccie.net

Breach Date: 2021-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Mate1.com

Breach Date: 2015-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MalwareBytes.org

Breach Date: 2014-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Rubukkit.org

Breach Date: 2016-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

GameSprite.me

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Exilemod

Breach Date: 2016-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forums.SoarGames.com

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

xSplit xsplit.com 2,983,472 accounts affected

Breach Date: 2013-11-01  ·  Added to HIBP: Aug 8, 2015

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

In November 2013, the makers of gaming live streaming and recording software XSplit was compromised in an online attack. The data breach leaked almost 3M names, email

addresses, usernames and hashed passwords.

MoDaCo.com

Breach Date: 2015-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Gamesbox.com

Breach Date: 2021-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Overclockzone.com

Breach Date: 2023-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

HTCMania.com

Breach Date: 2019-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Edaboard.com

Breach Date: 2014-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

17.media

Breach Date: 2016-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Amplitude-Studios.com

Breach Date: 2016-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Sweclockers.nu

Breach Date: 2015-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

GFAN.com

Breach Date: 2016-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

PESGaming.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Quidd.co (2019)

Breach Date: 2019-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

CouponMom / ArmorGames

Breach Date: 2014-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

HackForums.net

Breach Date: 2011-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

RuneVillage.com



Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

R2Games.com

Breach Date: 2015-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

8Tracks.com

Breach Date: 2017-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Learnable.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

vBulletin.org

Breach Date: 2016-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Funimation.com

Breach Date: 2016-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Bookmate.com

Breach Date: 2018-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Xpgamesaves.com

Breach Date: 2015-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

GamesOfDesire

Breach Date: 2021-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Craftrise.com.tr

Breach Date: 2022-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Joygame.com

Breach Date: 2019-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Lifebear.com

Breach Date: 2019-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Warmane.com

Breach Date: 2016-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Magicduel.com

Breach Date: 2023-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

DateHotBrunettes.com

Breach Date: 2021-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Tetongravity.com

Breach Date: 2017-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forums.LinuxMint.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

vkmix.com

Breach Date: 2020-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Vezetvsem

Breach Date: 2022-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Evony.com

Breach Date: 2016-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

WeHeartIt.com

Breach Date: 2013-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

forums.idcgames.com

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

AndroidForums.com

Breach Date: 2011-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

ForumCommunity.net

Breach Date: 2016-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

dns-shop.ru

Breach Date: 2022-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Wildstar wildstar-online.com 738,556 accounts affected

Breach Date: 2015-07-01  ·  Added to HIBP: Mar 6, 2016



Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

In July 2015, the IP.Board forum for the gaming website WildStar suffered a data breach that exposed over 738k forum members' accounts. The data was being actively traded

on underground forums and included email addresses, birth dates and passwords.

NordicGames.at

Breach Date: 2016-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Ogusers ogusers.com 161,143 accounts affected

Breach Date: 2020-04-01  ·  Added to HIBP: May 19, 2019

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

In May 2019, the account hijacking and SIM swapping forum OGusers suffered a data breach. The breach exposed a database backup from December 2018 which was

published on a rival hacking forum. There were 161k unique email addresses spread across 113k forum users and other tables in the database. The exposed data also included

usernames, IP addresses, private messages and passwords stored as salted MD5 hashes.

MyFitnessPal.com

Breach Date: 2018-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MyVidster.com

Breach Date: 2025-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

UFCFightClub

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

ClickASnap.com

Breach Date: 2022-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

TrueFire.com

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Canva.com

Breach Date: 2019-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MovieBoxPro.app

Breach Date: 2024-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

ArmorGames.com

Breach Date: 2019-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Job.sy

Breach Date: 2020-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Gatehub.net

Breach Date: 2019-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MechoDownload.com

Breach Date: 2013-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

CDProjektRed.com

Breach Date: 2016-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Atmeltomo.com

Breach Date: 2021-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Mobifriends mobifriends.com 3,512,952 accounts affected

Breach Date: 2019-11-01  ·  Added to HIBP: May 23, 2021

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified &middot; Sensitive

In January 2020, the Barcelona-based dating app MobiFriends suffered a data breach that exposed 3.5 million unique email addresses. The data also included usernames,

genders, dates of birth and MD5 password hashes.

iMesh.com

Breach Date: 2013-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Hongfire.com

Breach Date: 2015-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

WifeLovers.com

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

VimeWorld.ru

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

MeFeedia.com

Breach Date: 2020-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Masedworld

Breach Date: 2018-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Quidd.co (2020)

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Tailieu.vn

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

FFShrine.org

Breach Date: 2015-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Legendas.tv

Breach Date: 2017-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

NexusMods.com

Breach Date: 2013-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Epicbot.com

Breach Date: 2019-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Bookcrossing.com

Breach Date: 2013-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

PokeCommunity.com

Breach Date: 2012-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Stealer Logs

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Storybird.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Mac-forums.com

Breach Date: 2016-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forums.Cdprojektred.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

OwnedCore.com

Breach Date: 2013-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Dubsmash.com

Breach Date: 2018-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers



Flags: Verified

Taringa.net

Breach Date: 2017-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

GamerzPlanet.net

Breach Date: 2015-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Innogames.com

Breach Date: 2016-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

forums.freegame2017.com

Breach Date: 2019-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Texasguntalk.com

Breach Date: 2017-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

DailyQuiz.me

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Bitly.com

Breach Date: 2014-04-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Silkroad

Breach Date: 2011-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Apolyton.net

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Nextgenupdate.com

Breach Date: 2013-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

500px.com

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Gsmhosting.com

Breach Date: 2015-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Zacks.com

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

gPotato.com

Breach Date: 2006-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Funny-Games.biz

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Dark-Wind.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Board.freeones.com

Breach Date: 2018-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Fotolog.com

Breach Date: 2018-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Totaljerkface

Breach Date: 2010-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Plex.tv

Breach Date: 2014-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Crimecraft.mayngames.com

Breach Date: 2021-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Webhostingtalk.com

Breach Date: 2016-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

APK.tw

Breach Date: 2022-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Strongholdkingdoms.com

Breach Date: 2018-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

LeKoolGames.com

Breach Date: 2019-12-01



Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

TheFappening.so

Breach Date: 2015-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Jefit.com

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Cfire.mail.ru

Breach Date: 2016-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Last.fm

Breach Date: 2012-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Daniweb.com

Breach Date: 2015-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Wattpad.com

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Unrealengine.com

Breach Date: 2016-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Dailymotion.com

Breach Date: 2016-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Raidforums.com

Breach Date: 2020-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forum.Warmane.com

Breach Date: 2016-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Zynga.com

Breach Date: 2019-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

PoliceOne.com

Breach Date: 2014-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



Mpgh.net

Breach Date: 2015-10-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

IPMart-Forum.com

Breach Date: 2015-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

CrackingForum.com

Breach Date: 2014-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Poshmark.com

Breach Date: 2018-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Filmai.in

Breach Date: 2018-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Telderi.ru

Breach Date: 2021-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Telefon-treff.de

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forums.xkcd.com

Breach Date: 2019-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

SwordFantasy swordfantasy.com 2,690,657 accounts affected

Breach Date: 2016-11-01  ·  Added to HIBP: Mar 26, 2024

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

In January 2019, the now defunct MMO and RPG game SwordFantasy suffered a data breach that exposed 2.7M unique email addresses. Other impacted data included

username, IP address and salted MD5 password hashes.

Alora.io

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Armynavydeals.com

Breach Date: 2017-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

FlashFlashRevolution.com

Breach Date: 2019-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



GoGames.me

Breach Date: 2015-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Forums.Revora.net

Breach Date: 2025-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Telefon-Treff.de

Breach Date: 2020-06-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Fling.com

Breach Date: 2011-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

JoyGames.me

Breach Date: 2020-12-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Duelingnetwork.com

Breach Date: 2017-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

LiveJournal livejournal.com 26,372,781 accounts affected

Breach Date: 2017-01-01  ·  Added to HIBP: May 26, 2020

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

In mid-2019, news broke of an alleged LiveJournal data breach. This followed multiple reports of credential abuse against Dreamwidth beginning in 2018, a fork of LiveJournal

with a significant crossover in user base. The breach allegedly dates back to 2017 and contains 26M unique usernames and email addresses (both of which have been

confirmed to exist on LiveJournal) alongside plain text passwords. An archive of the data was subsequently shared on a popular hacking forum in May 2020 and redistributed

broadly.

Bolt.cd

Breach Date: 2017-03-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Mashacker.com

Breach Date: 2020-02-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Dbforums.com

Breach Date: 2016-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Scam.com

Breach Date: 2015-11-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

DLH.net

Breach Date: 2016-07-01



Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Sprashivai.ru

Breach Date: 2015-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Boostbot.org

Breach Date: 2017-09-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Xploder.net

Breach Date: 2014-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

StockX.com

Breach Date: 2019-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Exvagos.com

Breach Date: 2022-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

EpicNPC.com

Breach Date: 2016-01-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

Avast.com

Breach Date: 2014-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

PS3Hax.net

Breach Date: 2015-07-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

WiiHacks.com

Breach Date: 2013-08-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

BlackHatDevil.com

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified

forums.gamevil.com

Breach Date: 2020-05-01

Data Exposed: State, Names, Dates of birth, Passwords, IP addresses, Usernames, Geographic locations, Origin, Id, Physical addresses, Phone numbers

Flags: Verified



TIMELINE

Activity observed from Nov 1, 2006 to Oct 1, 2025.

DATE EVENT SOURCE TYPE

Nov 1, 2006 Appeared in gPotato.com breach Leakcheck Breach

May 12, 2010 GitHub account created: armadillo Github Code Activity

Aug 1, 2010 Appeared in Totaljerkface breach Leakcheck Breach

Mar 1, 2011 Appeared in Fling.com breach Leakcheck Breach

Jun 1, 2011 Appeared in HackForums.net breach Leakcheck Breach

Oct 1, 2011 Appeared in AndroidForums.com breach Leakcheck Breach

Nov 1, 2011 Appeared in Silkroad breach Leakcheck Breach

Jul 1, 2012 Appeared in Last.fm breach Leakcheck Breach

Dec 1, 2012 Appeared in PokeCommunity.com breach Leakcheck Breach

Jan 1, 2013 Appeared in Bookcrossing.com breach Leakcheck Breach

Jul 1, 2013 Appeared in NexusMods.com breach Leakcheck Breach

Jul 1, 2013 Appeared in OwnedCore.com breach Leakcheck Breach

Aug 1, 2013 Appeared in WiiHacks.com breach Leakcheck Breach

Sep 1, 2013 Appeared in MechoDownload.com breach Leakcheck Breach

Sep 1, 2013 Appeared in iMesh.com breach Leakcheck Breach

Oct 1, 2013 Appeared in WeHeartIt.com breach Leakcheck Breach

Nov 1, 2013 Appeared in xSplit breach Leakcheck Breach

Dec 1, 2013 Appeared in Nextgenupdate.com breach Leakcheck Breach

Jan 1, 2014 Appeared in Xploder.net breach Leakcheck Breach

Feb 1, 2014 Appeared in CouponMom / ArmorGames breach Leakcheck Breach

Apr 1, 2014 Appeared in Bitly.com breach Leakcheck Breach

May 1, 2014 Appeared in Avast.com breach Leakcheck Breach

Jul 1, 2014 Appeared in PoliceOne.com breach Leakcheck Breach

Nov 1, 2014 Appeared in MalwareBytes.org breach Leakcheck Breach

Nov 1, 2014 Appeared in Edaboard.com breach Leakcheck Breach

Nov 1, 2014 Appeared in Plex.tv breach Leakcheck Breach

Nov 1, 2014 Appeared in CrackingForum.com breach Leakcheck Breach

Jan 1, 2015 Appeared in Daniweb.com breach Leakcheck Breach

Mar 1, 2015 Appeared in Hongfire.com breach Leakcheck Breach

May 1, 2015 Appeared in Sweclockers.nu breach Leakcheck Breach

May 1, 2015 Appeared in Sprashivai.ru breach Leakcheck Breach

Jul 1, 2015 Appeared in Wildstar breach Leakcheck Breach

Jul 1, 2015 Appeared in PS3Hax.net breach Leakcheck Breach

Aug 1, 2015 Appeared in WiiUISO.com breach Leakcheck Breach

Sep 1, 2015 Appeared in FFShrine.org breach Leakcheck Breach

Sep 1, 2015 Appeared in GamerzPlanet.net breach Leakcheck Breach

Sep 1, 2015 Appeared in GoGames.me breach Leakcheck Breach



DATE EVENT SOURCE TYPE

Oct 1, 2015 Appeared in GameTurk.com breach Leakcheck Breach

Oct 1, 2015 Appeared in Mate1.com breach Leakcheck Breach

Oct 1, 2015 Appeared in Mpgh.net breach Leakcheck Breach

Nov 1, 2015 Appeared in R2Games.com breach Leakcheck Breach

Nov 1, 2015 Appeared in Gsmhosting.com breach Leakcheck Breach

Nov 1, 2015 Appeared in Scam.com breach Leakcheck Breach

Dec 1, 2015 Appeared in MoDaCo.com breach Leakcheck Breach

Dec 1, 2015 Appeared in Xpgamesaves.com breach Leakcheck Breach

Dec 1, 2015 Appeared in TheFappening.so breach Leakcheck Breach

Dec 1, 2015 Appeared in IPMart-Forum.com breach Leakcheck Breach

Jan 1, 2016 Appeared in Unrealengine.com breach Leakcheck Breach

Jan 1, 2016 Appeared in EpicNPC.com breach Leakcheck Breach

Feb 1, 2016 Appeared in 17.media breach Leakcheck Breach

Feb 1, 2016 Appeared in vBulletin.org breach Leakcheck Breach

Feb 1, 2016 Appeared in NordicGames.at breach Leakcheck Breach

Feb 1, 2016 Appeared in CDProjektRed.com breach Leakcheck Breach

Apr 1, 2016 Appeared in Amplitude-Studios.com breach Leakcheck Breach

Jun 1, 2016 Appeared in JeepForum.com breach Leakcheck Breach

Jun 1, 2016 Appeared in VBForums.com breach Leakcheck Breach

Jun 1, 2016 Appeared in Evony.com breach Leakcheck Breach

Jun 1, 2016 Appeared in ForumCommunity.net breach Leakcheck Breach

Jun 1, 2016 Appeared in Mac-forums.com breach Leakcheck Breach

Jul 1, 2016 Appeared in Torrent-Invites.com breach Leakcheck Breach

Jul 1, 2016 Appeared in MangaFox.me breach Leakcheck Breach

Jul 1, 2016 Appeared in Funimation.com breach Leakcheck Breach

Jul 1, 2016 Appeared in Innogames.com breach Leakcheck Breach

Jul 1, 2016 Appeared in Dbforums.com breach Leakcheck Breach

Jul 1, 2016 Appeared in DLH.net breach Leakcheck Breach

Aug 1, 2016 Appeared in Exilemod breach Leakcheck Breach

Aug 1, 2016 Appeared in Cfire.mail.ru breach Leakcheck Breach

Sep 1, 2016 Appeared in Webhostingtalk.com breach Leakcheck Breach

Oct 1, 2016 Appeared in GFAN.com breach Leakcheck Breach

Oct 1, 2016 Appeared in Dailymotion.com breach Leakcheck Breach

Nov 1, 2016 Appeared in Rubukkit.org breach Leakcheck Breach

Nov 1, 2016 Appeared in Forum.Warmane.com breach Leakcheck Breach

Nov 1, 2016 Appeared in SwordFantasy breach Leakcheck Breach

Dec 1, 2016 Appeared in Warmane.com breach Leakcheck Breach

Jan 1, 2017 Appeared in Tetongravity.com breach Leakcheck Breach

Jan 1, 2017 Appeared in Texasguntalk.com breach Leakcheck Breach

Jan 1, 2017 Appeared in LiveJournal breach Leakcheck Breach

Mar 1, 2017 Appeared in Duelingnetwork.com breach Leakcheck Breach



DATE EVENT SOURCE TYPE

Mar 1, 2017 Appeared in Bolt.cd breach Leakcheck Breach

Jun 1, 2017 Appeared in 8Tracks.com breach Leakcheck Breach

Aug 1, 2017 Appeared in Taringa.net breach Leakcheck Breach

Sep 1, 2017 Appeared in Boostbot.org breach Leakcheck Breach

Oct 1, 2017 Appeared in Legendas.tv breach Leakcheck Breach

Nov 1, 2017 Appeared in LyricsMania.com breach Leakcheck Breach

Nov 1, 2017 Appeared in UFCFightClub breach Leakcheck Breach

Nov 1, 2017 Appeared in WifeLovers.com breach Leakcheck Breach

Nov 1, 2017 Appeared in VimeWorld.ru breach Leakcheck Breach

Nov 1, 2017 Appeared in 500px.com breach Leakcheck Breach

Nov 1, 2017 Appeared in Alora.io breach Leakcheck Breach

Nov 1, 2017 Appeared in Armynavydeals.com breach Leakcheck Breach

Jan 1, 2018 Appeared in Board.freeones.com breach Leakcheck Breach

Feb 1, 2018 Appeared in MyFitnessPal.com breach Leakcheck Breach

Apr 1, 2018 Appeared in Masedworld breach Leakcheck Breach

May 1, 2018 Appeared in Poshmark.com breach Leakcheck Breach

Jul 1, 2018 Appeared in Bookmate.com breach Leakcheck Breach

Jul 1, 2018 Appeared in Strongholdkingdoms.com breach Leakcheck Breach

Nov 1, 2018 Appeared in Filmai.in breach Leakcheck Breach

Dec 1, 2018 Appeared in BlankMediaGames.com breach Leakcheck Breach

Dec 1, 2018 Appeared in Dubsmash.com breach Leakcheck Breach

Dec 1, 2018 Appeared in Fotolog.com breach Leakcheck Breach

Jan 1, 2019 Appeared in ArmorGames.com breach Leakcheck Breach

Feb 1, 2019 Appeared in Lifebear.com breach Leakcheck Breach

May 1, 2019 Appeared in Canva.com breach Leakcheck Breach

Jun 1, 2019 Appeared in Gatehub.net breach Leakcheck Breach

Jul 1, 2019 Appeared in Quidd.co (2019) breach Leakcheck Breach

Jul 1, 2019 Appeared in Forums.xkcd.com breach Leakcheck Breach

Jul 1, 2019 Appeared in FlashFlashRevolution.com breach Leakcheck Breach

Jul 1, 2019 Appeared in StockX.com breach Leakcheck Breach

Sep 1, 2019 Appeared in Deezer.com breach Leakcheck Breach

Sep 1, 2019 Appeared in Epicbot.com breach Leakcheck Breach

Sep 1, 2019 Appeared in Zynga.com breach Leakcheck Breach

Nov 1, 2019 Appeared in GameSprite.me breach Leakcheck Breach

Nov 1, 2019 Appeared in Forums.SoarGames.com breach Leakcheck Breach

Nov 1, 2019 Appeared in forums.idcgames.com breach Leakcheck Breach

Nov 1, 2019 Appeared in Mobifriends breach Leakcheck Breach

Nov 1, 2019 Appeared in Quidd.co (2020) breach Leakcheck Breach

Nov 1, 2019 Appeared in Tailieu.vn breach Leakcheck Breach

Nov 1, 2019 Appeared in forums.freegame2017.com breach Leakcheck Breach

Dec 1, 2019 Appeared in HTCMania.com breach Leakcheck Breach



DATE EVENT SOURCE TYPE

Dec 1, 2019 Appeared in Joygame.com breach Leakcheck Breach

Dec 1, 2019 Appeared in LeKoolGames.com breach Leakcheck Breach

Feb 1, 2020 Appeared in vkmix.com breach Leakcheck Breach

Feb 1, 2020 Appeared in Mashacker.com breach Leakcheck Breach

Mar 1, 2020 Appeared in Job.sy breach Leakcheck Breach

Apr 1, 2020 Appeared in Ogusers breach Leakcheck Breach

Apr 1, 2020 Appeared in MeFeedia.com breach Leakcheck Breach

May 1, 2020 Appeared in TrueFire.com breach Leakcheck Breach

May 1, 2020 Appeared in Apolyton.net breach Leakcheck Breach

May 1, 2020 Appeared in Zacks.com breach Leakcheck Breach

May 1, 2020 Appeared in Jefit.com breach Leakcheck Breach

May 1, 2020 Appeared in Wattpad.com breach Leakcheck Breach

May 1, 2020 Appeared in forums.gamevil.com breach Leakcheck Breach

Jun 1, 2020 Appeared in Telefon-Treff.de breach Leakcheck Breach

Sep 1, 2020 Appeared in Raidforums.com breach Leakcheck Breach

Nov 1, 2020 Appeared in Jassume.com breach Leakcheck Breach

Dec 1, 2020 Appeared in JoyGames.me breach Leakcheck Breach

Jan 1, 2021 Appeared in Crimecraft.mayngames.com breach Leakcheck Breach

Feb 1, 2021 Appeared in Eccie.net breach Leakcheck Breach

Mar 1, 2021 Appeared in Gamesbox.com breach Leakcheck Breach

Mar 1, 2021 Appeared in Telderi.ru breach Leakcheck Breach

Apr 1, 2021 Appeared in DateHotBrunettes.com breach Leakcheck Breach

Apr 1, 2021 Appeared in Atmeltomo.com breach Leakcheck Breach

Dec 1, 2021 Appeared in GamesOfDesire breach Leakcheck Breach

Mar 1, 2022 Appeared in Craftrise.com.tr breach Leakcheck Breach

Jun 1, 2022 Appeared in Vezetvsem breach Leakcheck Breach

Jul 1, 2022 Appeared in Exvagos.com breach Leakcheck Breach

Sep 1, 2022 Appeared in dns-shop.ru breach Leakcheck Breach

Sep 1, 2022 Appeared in ClickASnap.com breach Leakcheck Breach

Sep 1, 2022 Appeared in APK.tw breach Leakcheck Breach

Jan 1, 2023 Appeared in Overclockzone.com breach Leakcheck Breach

Aug 1, 2023 Appeared in Magicduel.com breach Leakcheck Breach

Apr 1, 2024 Appeared in MovieBoxPro.app breach Leakcheck Breach

Feb 1, 2025 Appeared in Forums.Revora.net breach Leakcheck Breach

Oct 1, 2025 Appeared in MyVidster.com breach Leakcheck Breach

SOURCE SUMMARY

SOURCE STATUS DETAILS

Github Completed 1 artifact(s) collected

Gravatar Completed 1 artifact(s) collected



SOURCE STATUS DETAILS

Sherlock Completed 0 artifact(s) collected

Leakcheck Completed 165 artifact(s) collected

Reddit Completed 1 artifact(s) collected

Keybase Completed 0 artifact(s) collected

SOURCE DETAILS

Github

Login armadillo

Followers 2

Public Repos 0

Gravatar

Display Name armadillo

Reddit

VALUE TYPE CONFIDENCE

https://www.reddit.com/user/armadillo Reddit Profile 85%

LeakCheck

See Breach Intelligence section above.

This report was generated by TraceTrellis. All findings should be independently verified before taking action.
© 2026 TraceTrellis. All rights reserved.


